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Cybercriminals are weaponizing 

AI & OSINT to discover organizational 

vulnerabilities faster than 

defenses can be established.
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By integrating AI-driven OSINT, 

organizations can defend against 

advanced threats.
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• The world’s largest integrated Security 

Awareness Training and Simulated Phishing 

platform

• We help tens of thousands of organizations 

manage the ongoing problem of social 
engineering

• CEO & employees are industry veterans in IT 

Security

• Global Sales, Courseware Development, 

Customer Success, and Technical Support 
teams worldwide

• Offices in the USA, UK, Netherlands, India, 

Germany, South Africa, United Arab Emirates, 

Singapore, Japan, Australia, and Brazil

About KnowBe4
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To help organizations manage the 

ongoing problem of social engineering 

Our mission

Empower your workforce to make 

smarter security decisions every day.

We do this by
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AI + OSINT = Proficient Tools or Efficient Cybercriminals?

How AI & 
OSINT are 

working 
together

Understand how 
cybercriminals 

are leveraging AI 
for the OSINT 

Recon

Develop AI 
strategies and 

OSINT 
procedures

 for protecting 
the organization
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Agenda

• AI & OSINT Review

• OSINT + AI Collection

• OSINT + AI = Attack Vectors

• Protection & Defense

• Wrap-up



AI & OSINT
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Artificial Intelligence

Machine Learning

Deep Learning

Neural Networks

LLMs

Artificial 
Intelligence
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Why OSINT?

Cyber Security Awareness

Threat Intelligence

Data Driven Defense

Identify Threats

Mitigate the Risk
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Various Intelligence Methods
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Open-Source Intelligence

• Publicly available information that 
any member of the public could 
lawfully obtain by request or 
observation

• Other unclassified information that 
has limited public distribution or 
access

• Media such as audio, video and 
pictures

• Text from documents, articles and 
blogs

• Maps and geolocation of data
• Social Media
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Cyber Kill Chain Process - Intelligence

Reconnaissance

Weaponization

Delivery

Exploitation

Installation

Command & Control

Act on Objectives

Pre-Click Activities Upon Click Post-Click Activities
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Reconnaissance

Weaponization

Delivery

Exploitation

Installation

Command & Control

Act on Objectives

Pre-Click Activities Upon Click Post-Click Activities

Reconnaissance
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Intelligence Process

Planning & 
Requirements

Collection

Processing & 
Eval

Analysis & 
Production

Dissemination 
& 

Consumption
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How can AI support the stages

intelligence gathering and analysis?



OSINT Collection + AI
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Collection



© 2024 KnowBe4, Inc. All rights reserved.    21

Data Collection and Analysis

• AI optimizes data collection

• Web Crawling / Scraping

• OSINT Framework

• Google Dorking

• LLMs 

• GeoInt

• Shodan
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Google Dorking 101
• Cache - find out what the most 

recent cache of a specified webpage 
• Allinurl - find pages with your 

requested search terms within the 
URL in internal search pages

• Filetype – search for specific file, like 
.docx, pdf, jpg

• Inurl - finding sites with strong on-
page optimization for the topics you 
are researching in the URL link

• Intitle – the word is in the title of the 
page - a narrower operator that will 
help you find more targeted results
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Results from ChatGPT Google Dorking Queries
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Shodan Queries
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Results from ChatGPT Shodan Queries
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GeoLocation Intelligence

Mystery Location 1
Hwy 17, SC Heading to Charleston

Mystery Location 2
Mount Charleston, NV
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GeoInt Demo
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GeoInt Output – GeoSpy vs Lenso vs ChatGPT 

• Mystery Location 1 
– Failed

• Mystery Location 2 
- Successful



OSINT + AI = Attack Vectors
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Cybercriminal Methodology
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Dark Web LLMs
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Synthetic Identities – Fake People

https://this-person-does-not-
exist.com

https://www.fakepersongenerator.com
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Phishing Campaigns

Attack Vector:

• Cybercriminals use 
OSINT to gather 
publicly available 
information on

• Use this data to 
craft targeted spear 
phishing emails that 
exploit 
organizational 
relationships

Tools Required:

• OpenAI GPT-4, LLM
• Dark Web LLMs
• Social media 

scrapers
• Maltego
• theHarvester
• Recon-ng

Impact:

• Higher success rate
• Exploit trust and 

familiarity,
• Harder to detect
• Result in data 

breaches or 
fraudulent 
transactions.
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OSINT Based Credential Stuffing Attacks

Attack Vector:

• Collect emails, 
passwords

• AI tools for 
analysis of 
data to create 
profiles

Tools Required:

• Credential 
Stuffing 
automation

• Shodan

Impact:

• Account 
Takeovers

• Access 
sensitive data
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AI Generated Disinformation Campaigns

Attack Vector:

• Generate and 
distribute 
disinformation

• Gather intel on 
organization

Tools 
Required:

• LLMs
• Botnets
• Web scrapers 
• Email 

collection

Impact:

• Loss of trust
• Market Impact
• Reputational 

damage
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AI Insider Threat

Attack Vector:

• Identify 
Disgruntled 
employees

• Monitor online 
social activity

Tools Required:

• Social 
Engineering 
Toolkits

• AI Data Analysis
• Social Media 

scrapers

Impact:

• Increase 
likelihood of 
recruitment

• Gain access to 
systems and 
data

• Loss of data
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Supply Chain Attacks Using OSINT and AI

Attack Vector:

• Gather intel on 
suppliers, 
vendors and 
partners

• Identify weakest 
links

Tools Required:

• Shodan queries 
via LLM

• AI based Network 
scanning

• AI supported 
Vulnerability 
Assessment

Impact:

• Compromise 
multiple targets 

• Bypass defenses 
via trusted 
connections
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AI Driven Social Engineering

Attack Vector:

• Build detailed 
profiles of high-
level personnel

• Create deepfake 
video or audio to 
impersonate

• Persuade to 
complete tasks

Tools Required:

• Video generating
• Face swap
• Audio cloning
• Call Center

Impact:

• Bypass defenses
• Significant 

financial losses
• Reputational or 

loss of trust



Dark Web Activity

Source: https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-threats/surging-hype-an-update-on-the-rising-abuse-of-genai



Deepfake & Webcams - LIVE
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Deepfake Attack

• OSINT Recon Evidence
• Leverage Company Information
• Personnel
• Board of Directors
• Mobile Phone Numbers
• Apps utilized



Protection & Defense
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AI & 
Phishing

Source: https://www.scworld.com/news/phishing-attacks-armed-with-ai-capabilities-are-on-the-rise
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Process: Synthetic Video Tips (VeSSPER)
• Ask questions or get them to do something unpredictable like 

writing a specific word on paper and showing it on camera.Verify
•  Be cautious if someone you've only met online requests money, 

personal information or any other sensitive details.Skepticism
• Use secure, encrypted apps for texting and voiceSecure
• Protect personal information available publiclyPrivacy
• Keep up to date with newsletters, podcasts etc.Education
• Report it to the relevant authorities like ic3.gov or policeReport



Synthetic Video Detection Challenges 
• Non-real time

• Not full-proof

• No standard detection method yet

• Generation tech advances 

outpace detection tech

• False Positives are plentiful

• Still requires manual labor

Lorem ipsum dolor sit amet, consectetur.

Source: https://arxiv.org/pdf/2301.05819.pdf
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James HeyGen Video - Deepware
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Additional Deepfake Detectors

• Sentinel.ai – Requires a demo
• Sensity.ai – Requires Corporate 

email and detailed reason to use 
their platform

• Oz Forensics – Facial recognition
• DuckDuckGoose – demo required
• Deepware – free tool – False Postive
• Attestiv.com – free tool – 65%
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Is this a deepfake?

What Should We Be Asking?

Consider these questions…



Why does this exist?

What story is it telling?

Who Benefits?

What are the possible goals?

What Should We Be Asking?
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Final Thoughts
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Takeaways AI Powering Humanity

AI is an incredible 
tool available to all – 

Ensure we’re 
educating everyone. 

Politely Paranoid

Our tools are more 
proficient in 

automation and 
analysis

Be aware of the 
threat landscape - 

Data Driven 
Defense
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How Do You Manage the Ongoing Problem of Social Engineering?
Baseline Testing
We provide baseline testing to assess the Phish-prone  Percentage 
of your users through a free simulated phishing attack. 

Train Your Users
The world's largest library of security awareness training content; 
including interactive modules, videos, games, posters and 
newsletters. Automated training campaigns with scheduled 
reminder emails.

Phish Your Users
Best-in-class, fully automated simulated phishing attacks, 
thousands of templates with unlimited usage, and community 
phishing templates.

See the Results
Enterprise-strength reporting, showing stats and graphs for both 
security awareness training and phishing, ready for management. 
Show the great ROI!



© 2024 KnowBe4, Inc. All rights reserved.    56

KnowBe4 
Security Awareness 
Training Works
Effectively managing this problem requires ongoing 

due diligence, but it can be done and it isn’t 
difficult. We’re here to help.

Source: 2023 KnowBe4 Phishing by Industry Benchmarking Report

Note: The initial Phish-prone Percentage is calculated on the basis of all users evaluated. 
These users had not received any training with the KnowBe4 console prior to the 
evaluation. Subsequent time periods reflect Phish-prone Percentages for the subset of 
users who received training with the KnowBe4 console.
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Thank You For Your Attention
James R. McQuiggan, CISSP, SACP

Email: jmcquiggan@knowbe4.com

KnowBe4 Blog: blog.knowbe4.com

Connect with Me!

   jmcquiggan

   

   @james_mcquiggan

   
   jamesmcquiggan.com



THANK YOU!
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